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Abstract: The project proposes the sweetening of 

security system for secret electronic communication 

through video file exploitation accommodative 

information concealing with science technique. A 

given input video file is regenerate into frame 

sequences and one among frame is going to be elite 

to hide the key information for secured electronic 

communication. The projected technique uses public 

key cryptography for encrypting secret text 

information into cipher text to avoid information 

hacking problems. Once encoding, the information 

hider can conceal the key encrypted data into the 

chosen frame exploitation accommodative 

embedding formula. Though secret writing achieves 

bound security effects, they create the key messages 

undecipherable and unnatural or nonsense. These 

unnatural messages sometimes attract some 

inadvertent observers’ attention. The info concealing 

technique uses the LSB replacement formula for 

concealing the key message bits into the image in 

frequency domain. A number wave rework is 

employed to see the high frequency parts for 

effective information concealing for conserving 

image quality. within the information extraction 

module, the key information are going to be extracted 

by exploitation relevant key for selecting the pel  

 

 

coefficients and it'll be decrypted to urge original 

information exploitation non-public key. Finally the 

performance of this proposal in encoding and 

concealing are going to be analyzed supported image 

and information recovery. 

KEY WORDS: Cipher text, Encrypted data, Non-

public key, LSB 

1. INTRODUCTION 

 For concerning 10 years, many reversible 

watermarking schemes are projected for shielding 

pictures of sensitive content, like medical or military 

pictures, that any modification could impact their 

interpretation. These ways permit the user to revive 

precisely the original image from its watermarked 

version by removing the watermark. therefore it 

becomes attainable to update the watermark content, 

as for instance security attributes (e.g., one digital 

signature or some legitimacy codes), at any time 

while not adding new image distortions , However, if 

the changeableness property relaxes constraints of 

physical property, it should additionally introduce 

separation in information protection. In fact, the 

image isn't protected once the watermark is removed. 

So, even if watermark removal is feasible, its 

physical property needs to be secured as most 

applications have a high interest keep the watermark 
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within the image as long as attainable, taking 

advantage of the continual protection watermarking 

offers within the storage, transmission and 

additionally process of the data. This can be the 

rationale why, there's still a necessity for reversible 

techniques that introduce the bottom distortion 

attainable with high embedding capability. 

RELATED WORK 

Data Hiding Security Fundamentals and Their 

Application to Spread-Spectrum Analysis 

This paper puts in through the ideas of security and 

hardiness in watermarking, so as to be able to 

establish a transparent frontier between them. A 

brand new information-theoretic framework to 

review data-hiding and watermarking security is 

projected, exploiting the mutual data to quantify the 

data regarding the key that leaks from the observation 

of watermarked objects. This framework concept is 

applied to the analysis of a Spread-Spectrum data-

hiding theme in many eventualities. Finally, we tend 

to show some attention-grabbing links between a live 

projected in previous works within the literature, that 

is predicated on Fisher data Matrix, and our projected 

live. 

Watermarking security: theory and practice 

A theory of watermarking security supported a crypt 

analytics purpose of read. The common plan is that 

info concerning the key leaks from the observations, 

as an example, watermarked items of content, out 

there to the opponent. Tools from scientific theory 

(Shannon's mutual info and Fisher's info matrix) will 

live this outpouring of data. The safety level is then 

outlined because the variety of observations the 

assailant has to with success estimate the key. This 

theory is used for 2 general watermarking methods: 

the substitutive theme and also the unfold spectrum-

based techniques. Their security levels area unit 

calculated against 3 types of attack. The experimental 

work illustrates however Blind supply Separation 

(especially freelance element Analysis) algorithms 

facilitate the opponent exploiting this info outpouring 

to disclose the key carriers within the unfold 

spectrum case. Simulations assess the safety levels 

derived within the theoretical a part of the paper. 

Secure spread spectrum watermarking for multimedia  

This paper presents a secure (tamper-resistant) 

algorithmic rule for watermarking pictures, and a 

strategy for digital watermarking that will be 

generalized to audio, video, and multimedia system 

knowledge. we have a tendency to advocate that a 

watermark ought to be made as associate freelance 

and identically distributed (i.i.d.) Gaussian random 

vector that is inserted observably in an exceedingly 

spread-spectrum-like fashion into the perceptual most 

vital spectral parts of the information. we have a 

tendency to argue that insertion of a watermark 

underneath this regime makes the watermark strong 

to signal process operations (such as lossy 

compression, filtering, digital-analog and analog-

digital conversion, re-quantization, etc.), and 

customary geometrical transformations (such as 

croping, scaling, translation, and rotation) only if the 

first image is offered which they are often with 

success registered against the remodeled 

watermarked image. In these cases, the watermark 

detector identifies the owner unambiguously. Further, 

the utilization of Gaussian noise, ensures sturdy 
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resilience to multiple-documents, or collisional 

attacks. Experimental results are given to support 

these claims, together with associate exposition of 

unfinished open issues. 

Existing system 

Several reversible watermarking schemes are planned 

for shielding pictures of sensitive content, like 

medical or military pictures, that any modification 

could impact their interpretation. These ways permit 

the user to revive precisely the original image from 

its watermarked version by removing the watermark. 

Therefore it becomes doable to update the watermark 

content, as an example security attributes (e.g., one 

digital signature or some genuineness codes), at any 

time while not adding new image distortions. 

However, if the changeableness property relaxes 

constraints of invisibleness, it should conjointly 

introduce separation in information protection. In 

fact, the image isn't protected once the watermark is 

removed.  

So, even supposing watermark removal is feasible, its 

physical property needs to be secure as most 

applications have a high interest to keep the 

watermark within the image as long as doable, taking 

advantage of the continual protection watermarking 

offers within the storage. 

LIMITATIONS: 

 Not efficient. 

 Image is not protected in correct way. 

 Allows discontinuity in data protection. 

 

 

PROPOSED SYSTEM: 

  Our scheme relies on two main steps. The first one 

corresponds to an “invariant” classification process 

for the purpose of identifying different sets of image 

regions. These regions are then independently 

watermarked taking advantage of the most 

appropriate HS modulation. From here on, we 

decided distinguishing two regions where HS is 

directly applied to the pixels or applied dynamically 

to pixel prediction-errors respectively. We will refer 

the former modulation as PHS (for “Pixel Histogram 

Shifting”) and the later as DPEHS (for “Dynamic 

Prediction-Error Histogram Shifting”).Our choice is 

based on our medical image data set, for which PHS 

may be more efficient and simple than the DPEHS in 

the image black background, while DPEHS will be 

better within regions where the signal is non-null and 

textured (e.g., the anatomical object).  

  In the next section we introduce the basic concept of 

the invariance property of our classification process 

before detailing how it interacts with PHS and 

DPEHS. We also introduce some constraints we 

imposed on DPEHS in order to minimize image 

distortion and then present the overall procedure. 

ADVANTAGES: 

 It provides robustness 

 The image is well protected. 

 Better pixel prediction. 
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Architecture Diagram 

 

6.2 Modules Details 

• Image Identification 

• User Management 

• Shifting Process 

• Pixel Histogram Shifting 

• Dynamic Histogram Shifting 

• Encryption 

• Decryption 

• Data Retrieval 

MODULES DESCRIPTION: 

IMAGE IDENTIFICATION: 

   The image can be identified by invariant 

classification method for the purpose of identifying 

different sets of image regions. These regions are 

then independently watermarked taking advantage of 

the most appropriate HS modulation. 

USER MANAGEMENT 

    User can create account by registering into the 

server. A user can log in to obtain access and can 

then log out or log off, when the access is no longer 

needed. 

SHIFTING PROCESS 

Pixel Histogram Shifting 

    Pixel Histogram shifting directly applied to the 

pixels or applied dynamically to pixel prediction-

errors respectively. 

Dynamic Histogram Shifting 

Embedded and extractor stay synchronal for message 

extraction and image reconstruction then 

victimization this method, we will give high security 

to knowledge victimization shifting bar graph 

technique. 

 

ENCRYPTION 

  Encrypt Image: the input image is encrypted using a 

encryption key before the compression of image. by 

which can a image is restricted to view from the un 

authorized user access. 

  Embed Data: In the image the data is embedded 

after compressing the image by using appropriate 
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technique. The message is embed in to the image 

using a data hiding key. 

DECRYPTION 

Decrypt Image: The image is decrypted using the 

encryption key used for encryption of the image. by 

using the encryption key a user can only access to the 

image Content. 

De-embed Data: The data is extracted using the data 

hiding key used for the hiding the data into the 

image. by using the data hiding a user can access 

only to the data within the encrypted image. 

Decrypt image and de-embed data: A user who has 

the both encryption key and data hiding key can 

access to the image and to the data hidden within the 

image both. 

DATA RETRIEVEL 

The data can be retrieved by based on medical image 

data sets. At the extraction stage, the extractor just 

has to interpret the message from the samples of 

carriers. 

EXPERIMENTAL TABLES 

Data Flow Diagrams  

Level 0 

  

Level 1 

 

Level 2 

  

CONCULSION: 

   In this paper, we have proposed a new reversible 

watermarking scheme which originality stands in 

identifying parts of the image that are watermarked 

using two distinct HS modulations: Pixel Histogram 

Shifting and Dynamic Prediction Error Histogram 

Shifting (DPEHS). The latter modulation is another 

original contribution of this work. By better taking 

into account the signal content specificities, our 

scheme offers a very good compromise in terms of 

capacity and image quality preservation for both 

medical and natural images. This scheme can still be 

improved. Indeed, like most recent schemes, our 

DPEHS can be combined with the expansion 

embedding (EE) modulation, as well as with a better 
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pixel prediction. However, this method is fragile as 

any modifications will impact the watermark. Even 

though some solutions have been proposed already, 

questions about watermark robustness are largely 

open. This is one of the upcoming challenges. 

REFERENCES 

[1] T. Filler, J. Judas, and J. Fridrich, “Minimizing 

additive distortion in steganography using syndrome-

trellis codes,” IEEE Trans. Inf. Forensics Security, 

vol. 6, no. 3, pp. 920–935, Sep. 2011. 

[2] A. Westfeld, “F5—A steganographic algorithm,” 

in Proc. 4th Inf. Hiding Conf., vol. 2137. 2001, pp. 

289–302. 

[3] J. Fridrich, T. Pevný, and J. Kodovský, 

“Statistically undetectable JPEG steganography: 

Dead ends challenges, and opportunities,” in Proc. 

9th ACM Workshop Multimedia Security, Dallas, 

TX, USA, Sep. 2007, 

pp. 3–14. 

[4] Y. Kim, Z. Duric, and D. Richards, “Modified 

matrix encoding technique for minimal distortion 

steganography,” in Proc. 8th Inf. Hiding Conf., vol. 

4437. Jul. 2006, pp. 314–327. 

[5] V. Sachnev, H. J. Kim, and R. Zhang, “Less 

detectable JPEG steganography method based on 

heuristic optimization and BCH syndrome coding,” 

in Proc. 11th ACM Workshop Multimedia Security, 

Sep. 2009, 

pp. 131–140. 

[6] T. Filler and J. Fridrich, “Design of adaptive 

steganographic schemes for digital images,” Proc. 

SPIE, vol. 7880, p. 78800F, Jan. 2011. 

[7] C. Wang and J. Ni, “An efficient JPEG 

steganographic scheme based on the block entropy of 

DCT coefficients,” in Proc. IEEE ICASSP, Kyoto, 

Japan, Mar. 2012, pp. 1785–1788. 

[8] J. Kodovský and J. Fridrich, “Calibration 

revisited,” in Proc. 11th ACM Workshop Multimedia 

Security, New York, NY, USA, Sep. 2009, pp. 63–

74. 

[9] J. Kodovský, J. Fridrich, and V. Holub, “On 

dangers of overtraining steganography to incomplete 

cover model,” in Proc. 13th ACM Workshop 

Multimedia Security, New York, NY, USA, Sep. 

2011, pp. 69–76. 

[10] V. Holub and J. Fridrich, “Digital image 

steganography using universal distortion,” in Proc. 

1st ACM Workshop Inf. Hiding Multimedia Security, 

2013, pp. 59–68. 

[11] J. Kodovský and J. Fridrich, “Steganalysis of 

JPEG images using rich models,” Proc. SPIE, vol. 

8303, p. 83030A, Jan. 2012. 

[12] J. Kodovský, J. Fridrich, and V. Holub, 

“Ensemble classifiers for steganalysis of digital 

media,” IEEE Trans. Inf. Forensics Security, vol. 7, 

no. 2, pp. 432–444, Apr. 2012. 

[13] C. Chen and Y. Q. Shi, “JPEG image 

steganalysis utilizing both intrablock and interblock 



IJDCST @April-May-2015, Issue- V-3, I-4, SW-12 
ISSN-2320-7884 (Online) 
ISSN-2321-0257 (Print) 
 

12 www.ijdcst.com 

 

correlations,” in Proc. IEEE Int. Symp. Circuits Syst., 

Mar. 2008, pp. 3029–3032. 

[14] L. Guo, J. Ni, and Y. Q. Shi, “An efficient JPEG 

steganographic scheme using uniform embedding,” 

in Proc. 4th IEEE Int. WorkshopInf. Forensics 

Security, Tenerife, Spain, Dec. 2012, pp. 169–174. 

[15] P. Bas, T. Filler, and T. Pevný, “Break our 

steganographic system—The ins and outs of 

organizing boss,” in Proc. 13th Inf. Hiding Conf., 

2011, pp. 59–70. 

[16] N. Provos, “Defending against statistical 

steganalysis,” in Proc. 10th USENIX Security Symp., 

Washington, DC, USA, 2001, pp. 323–335. 

[17] D. Freedman, Statistical Models: Theory and 

Practice. Cambridge, U.K.: Cambridge Univ. Press, 

2009. 

[18] C.-C. Chang and C.-J. Lin, “LIBSVM: A library 

for support vector machines,” ACM Trans. Intell. 

Syst. Technol., vol. 2, no. 3, pp. 27:1–27:27, 2011. 


